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C NepCOHAJIbHBIMH JaHHBIMH

1. O0mHe NoJ10KeHHA

1.1. Hactosimas WHcTpykuus onpenenser o0uue mnpaBuina pabOTbl  COTPYIHHKOB
MYHHIUIIATEHOTO JIOIIKOJBLHOro o0pa3oBareibHOro yupexaeHus «Jlerckuit can Nel8
KoMOuHHpoBanHoro Buaa» ( aaitee MOV «J1/c Nel8») ¢ nepcoHanbHbIMH JaHHBIMH.

1.2. Ilepconanbhble JaHHBIE B JCKTPOHHOM BHIC oOpadareiBactTcss B MH(MOPMALHOHHBLIX
CHUCTEMax TEePCOHAIbHBIX JAaHHBIX. Tak)Ke yCcTaHaBIWBaeTCsi 0coOBIH nmopsiok 0OpaboTku u
XPaHEHHS MEePCOHATBHBIX JaHHBIX, COAePKAIMXCH HA OYMaXKHbBIX HOCUTESX.

1.3. Tonb3osarenem sisgercs Kaxapid coTpyaHuk MJIOVY «Jl/c Nel8», ywyacTByrounmn B
paMKax CBOMX (YHKIMOHAJIBHBIX O00S3aHHOCTEH B IMpolleccax Kak aBTOMATH3HPOBAaHHOH
0o0paboTkH, Tak U 00paboTku Oe3 HCIOIB30BAHMS CPEACTB aBTOMATHU3ALMM [IEPCOHATBHbBIX
JaHHBIX, a TakKe MMEIOMMHI JOCTYN K anmnapaTtHbiM CpeAcTBaM. [POrpaMMHOMY
obecnieyeHH10, HOCUTEIAM HH(GOPMALIHK H CPEICTBAM 3alHThL.

1.4. TToab3osarens B cBoel pabore pykoBoacTByeTcs Hactositied  MHeTpykimen,
[IpaBuinamMu  00pabGoTKH MNEepCOHAIBHBIX JaHHBIX, PYKOBOJSILIMMHU W HOPMATHBHBLIMH
jokyMeHTaMun ®CTIK Poccun n ®CBH Poccun u apyrumu jgoxkymentamu MJIOY «Jl/c
Nel8»|, pernmamentupytonmmu 06paboTKy NEepCOHANBHBIX JaHHBIX.

1.5. Meroauyeckoe  pykoBoiacTBO no  pabore  [lonb3oBaresiss — OCYLIECTBIISET
OTBETCTBEHHBIH 3a opranu3ainio 06paboTKH NEPCOHANBHBIX JaHHBIX.

2. Tepmuubl u onpejeneHus

2.1. IlepcoHaneHbie gaHHbIC — M00ad HHGOPMAaLHA, OTHOCALIAACH K MPAMO HJIH KOCBEHHO
OTpeaeIeHHOMY MM omnpeaenseMomy GU3HdeckoMy JHIY (cyOBEKTY MepcoHaIbHbIX
JaHHBIX ).

2.2, O6paboTka MepcoHaANILHLIX JaHHBIX — MI000€ JeicTBHE (Oneparius) HiIH COBOKYITHOCTD
NeHCTBUIA (onepaluii), COBEpUIAeMbIX C HCMOJb30BAHUEM CPEICTB aBTOMAaTH3alMK Hau Oe3
UCIIOJIL30BAHUS TAKHX CPEJACTB C [EPCOHAIBHLIMHM JIAHHBIMH, BK/KO4as cOOp, 3amuch,
CHCTEMATH3AlMIO, HAKOMJIeHHe, XpaHeHHe, YTOuHeHHe (OOHOBIIEHHE, H3MEHEHHE),
M3BJICHEHME, MCIIOJIB30BAHUE, Mepenavy (pacnpocTpaHEeHHE, NpPEeAOCTaBICHHE. JIOCTYI).
obesznmuunBaHue, OJOKHpPOBaHHE, yAAlICHHE, YHHUYTOKEHHE NEPCOHATbHBIX JIAHHBIX.

2.3. AproMatuzupoBanHas  o0paboTka  NEPCOHANBHBIX  JaHHbIX —  00paboTka
[IEPCOHAIIBHBIX JIAHHBIX C MOMOLLBIO CPE/ICTB BLIYHCIHTCILHONH TEXHHKH.

2.4. PacnipocTpaHeHue nepcoHaNbHbBIX JaHHLIX — AEHCTBHSA, HAIPABJICHHBIC HA PACKPBITHEC
MEePCOHANIBHBIX JaHHbLIX HEOIPE/IeICHHOMY KPYI'Y JIHLL.

2.5. IlpenocraBiaenye NMepcoOHANLHBIX J1aHHBIX — JAeHCTBHs, HalpaBJICHHLIE HA PACKPBITHE
[IEPCOHATBHBIX TAHHBIX ONPEIEICHHOMY JIUILY HIIH ONPEJIeICHHOMY KPYTY JIHIL.

2.6. Undopmannonnas cucrema nepcoHaidbHbix naHHbix (MCIIJIH) — coBokymHOCTb
cojiepKaIuxcs B 0asax JaHHBIX MEPCOHAILHBIX JaHHBIX H 00€CTIeUHBAOIINX UX 00paboTKy
MH(OPMAIIMOHHBIX TEXHOIOTHH U TEXHHYECKHX CPEJICTB.

2.7. AeromatuszupoBaniHoe pabGouee wmecto (APM) —  nporpaMMHO-TEXHHYECKHH
KOMILUIEKC, MocpeactsoM koroporo [lonb3oBaTens  BLINOJHAET CBOH  JIOJKHOCTHBIE
00s13aHHOCTH (IIEPCOHATBHBINH KOMIIBIOTEP, HOYTOYK, TEPMHUHAI H T.I1.).

2.8. Hecankunonuposauusrii goctyn (HCJI) — noctyn k undopmalivn. HapyliaroluH
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[paBuJia pasrpaHHyYeHus JOCTYIa C MCIIOJIB30BAHHEM IUITATHBIX CPEACTB, MPeI0CTaB/IsIEMbIX
CpeacTBaMH BBIYHCIHTEIBHOH TEXHHKH H/IM aBTOMATH3HPOBAHHBIMH CHCTEMAMHU.

2.9. IlocTopoHHHE nHIla — JUIIa, KOTOPbIE HE UMEIOT MpaBa caMOCTOSTEILHOIO J0CTYIa B
[IOMELIeHHe M (MIIH) He HMEIOT IpaBa caMocTtosTenasHoro mocryna B MCII[AH u (nim) He
HMEIOT JONYCKa K IEPCOHANIBHBIM JaHHBIM.

2140; CpencTBo 3ammThl HH(OPMAIIMK OT HecaHKIIMOHUpoBaHHOTO noctyna (C3U ot
HCJl) - nporpamMMHOe, TEXHHYECKOE MJIM  TPOrpaMMHO-TEXHHYECKOE  CpeacTBO.
HarnpasJIeHHOE Ha peoTBpalleHHe HJIH CYLIECTBEHHOE 3aTpy/AHEHHE

HECaHKIIMOHHPOBAHHOTO J0OCTYIa K HHGOpMAaLHH.
3. O093aHHOCTH NOJIL30BATEIS

3.1. He pasrnamaTh nepcoHalbHbIE JlaHHBIE, KOTOpble OyAyT HOBEpEeHbI HMJIM CTaHYT
M3BECTHBI B Xoje pabouero npouecca BO BPeMs BBITIOJHEHHs JOJKHOCTHBIX (IOrOBOPHbBIX)
00s3aHHOCTEH.

3.2. He coolwmark ycTHO MM IHCbMEHHO, HE NEpeaaBaTh B KaKOM-THOO BHE TPETbHUM
auMLaM W He pacKpbiBaTh NYOJIWYHO IEpCOHalIbHbIE JaHHble 03 COOTBETCTBYHOLIETO
pa3pelieHus pyKOBOAHTEJIS.

3.3. 3HaTh ¥ BBINOJHATE TpebOBaHHMA 3aKOHOJATe/bHBIX akToB Poccuiickoit Menepaiiuu,
HacTosed MHCTpYKIMH U JAPYTUX BHYTPEHHUX JIOKYMEHTOB, per/laMeHTHPYIOIIHX MOPSAI0K
00paboTKH MepcoHaIbHBIX JIAHHBIX.

3.4. Bemonaare Ha APM TOABKO Te Npoueaypbl 00pabOTKH MNepCOHAIBHLIX AAHHBIX,
KOTOPbIE ONPE/ICACHBI JOIKHOCTHOH HHCTPYKLHEH.

3.5. 3nare u cobmoaark ycraHoB/ieHHbIE TpeOoBaHus 00pabOTKH NEPCOHAIBHBIX JaHHBIX.
yueTy, XpaHeHHI H [epecblike HocurTened wuHbopmauuun, odecrnedeHHIO O0e30MaCHOCTH
MEPCOHATBHBIX TaHHBIX.

3.6. Ucronb3oBarh Uil XpaHEHHs MEePCOHATBHBIX J@HHBIX TOJBKO OIpeae/eHHBIE MecTa
XpaHeHMS U YYTEHHBIE HOCUTEIH NE€PCOHANIbHBIX JIaHHBIX.

3.7. HesameaurebHO, B KparT4yadllde CPOKH, coo0ulaTh pyKOBOAHTEMO 00 yTpare H/lH
HejlocTavye HocuTesed uHpOopMalnu, YAOCTOBEPEHHH, ITPONYCKOB, KiIlO4eH OT MoMelleHHH.
XpaHuiui, cefidpoB M O JApyrux ¢akrax, KOTOpble MOIYT MPHBECTH K pa3lilallieHHIO
MEePCOHAIBHBIX JIAHHBIX.

3.8. Ilpn npexpamieHnn padoT (TpYJAOBBIX OTHOLUIEHHMH) BCEe MarepHalibHble HOCHTEIH,
CoJleprKalllie I[epCOHAJbHbIe JaHHBle ((dren-HaKOMUTeIN, JUCKETHl, OMTHYECKWE JHCKH,
JIOKYMEHTBI, YePHOBHUKH, pacriedyaTku Ha IpUHTepax, KHMHO- M (oTroMarepHasbl, MOJEJIH,
MPOMBILIIEHHBIE 00pas3Ilbl U MP.), NepeaaTb PYKOBOAHTEIO.

3.9. Cobnronate TpeboBaHUs NapOIbHOH MOJMTHKH (pasaen 4).

3.10. CobGmonats TpeboBaHUS aHTUBUPYCHOMN 3allMThI (pasjien 5).

3.11. Tlonb3oBarenu, uMerolIHe BbIX0A B MHTepHET, 00s13aHbl cOOII0OAaTh [1paBHiIa MpH
pabore B ceTax cCBA3M OOLIEr0 TMOJBL30BAHUA M (HMJIM) CETAX MEKIYHAPOAHOIO
nHdopManroHHOro odmena (pasaen 6).

3.12. TIloab3oBarend, paboTaroliMe ¢ 2JIEKTPOHHOH NOMIMCHIO HIIM HCIOIB3YIOUIHE
mupposanue, 00g3aHbl  coOMoaars MHCTpyKiIHIO 00 O0pallleHHI0 €O  CpeACTBAMH
KpunTorpaduyeckoii 3ammThl HHpOpMaIHH.

3.13. DkpaH MOHHTOpa B MOMELIEHHM pacnojaraTb BO Bpemsi paboTbl TakK, 4YTOOBI
HCKJTIOYAach BO3MOKHOCTh HECAHKIIHOHMPOBAHHOTO O3HAKOMJIEHHsI ¢ OTOOpakaeMoH Ha
HUX MHpOpMAaNMel MOCTOPOHHUMH JIMLAMH, LITOPbI HA OKOHHBIX MPOEMax HO/KHBI ObITh
3aBelllaHbl (JKaIt031 3aKPbIThI).

3.14. O60 Bcex BbLIABJIEHHLIX HApPYLICHUSX, CBA3aHHLIX C MOpaAKoM 00paboTku
MepCOHANBHBIX JAHHBIX, @ TAKKE Ul MOJYYCHHH KOHCY/IbTAlMH 1Mo Bonpocam 00paboTKH
MEePCOHANBHBIX JIAaHHBIX, HeoOXoaumo oOpamarscs K OTBETCTBEHHOMY 3a OpraHM3allvio
00paboTKH NepcoHallbHbIX JaHHbIX.



IMoab3oBarensm 3anpemaeres:

3.14.1. Hapymare ycranosnennsie B MJIOY «Jl/c Nel8» wuHCTpYKumMH 110 pabote ¢
[IE€PCOHAJIbHBIX JaHHbIX.

3.14.2. Mcnonb30BaTh KOMIIOHEHTHI POIPAMMHOIO U anmnaparHoro obecrnieuenuss MJIOY
«J1/c Nel8» B Hec/y)eOHBIX LesX.

3.14.3. OcraBnate  cBoe pabodee MecTo 0e3  NpUCMOTPa, NpeaBapUTEIbHO  HE
3a0JI0KMPOBAB (LITATHBIMH CPEJICTBAMM OIEPAlMOHHON crcTeMbl Windows — koMOUHALMEH
knauil [WIN] + [L] wmn [CTRL] + [ALT] + [DEL] ¢ nanpHeMIIHM HaKaTHEM KHOIKU
«bIOKHpOBKa» MOABMBIIErOCS MEHIO, JHOO MpPH MOMOLIM LITATHBIX CPEICTB 3allUTHI
HHPOPMAIIHK OT HECAHKITHOHHPOBAHHOTO A0OCTYTA MPH MX HATHYHH).

3.14.4. Octanate Ge3 mpucMOTpa WM HeyOPAHHBIMH B XPaHH/IHLIA (mkad, cedd)
HOCHTE/IM HJIH JOKYMEHTHI, COJepKalllHe MePCOHAIbLHbIE JaHHbIE.

3.14.5. 3ankcbiBaTh M XPAaHHTh MEPCOHAILHBIE JAHHBIE HA HEYYTEHHbIX HOCHTENSX
HH(OpMaLuK (ONTHYECKUX UCKAX, THOKUX MAarHUTHBIX JMCKaX, (IIel-HAKOMHTESX | T.I1.).

3.14.6. CaMOBO/IbHO H3MEHATH COCTAB M KOHQHIYPALMIO MCIONB3YEMBIX [POrPAMMHBIX.
annapaTHeIX, MPOrpaMMHO-aNNapaTHLIX CPEACTB, CAMOBOJIBHO yCTAHABIMBATH TPOrPAMMHOE
obecrieyenue, OTKIIOYATE/TIOIKIOYATH 000PY10BaHME HITH H3MEHSATh PeKHUMBI €ro paboThl.

3.14.7. CamoronbHO moakmouate APM uam apyrue cpeacrsa k JIBC TAY PK «l T,
usmensTh [P-anpec, MAC-aapec u unble HACTPoOiiku cetu APM.

3.14.8. [lpou3BoaHTL AeHCTBHS, HAMPABICHHBbIE HA TMOJyYEHHE HECAHKLIHOHHPOBAHHOTO
aoctyna Kk APM u cepsepam, paBHO Kak ¥ moObiM apyrum yanam JIBC MJIOY «Jl/c Nel8»
i MuTteprer, B ToM uncie:

— ICHCTBHsA, HANpABJICHHbIE HAa HAPYIICHHE HOPMAILHOIO  (YHKIIHOHMPOBAHUS
SJICMCHTOB CETH (KOMIIBIOTEPOB, JIPYIrOI0 CETEBOro OOOPYAOBAHHS M/M [POrPAMMHOIO
obecnieueHus);

—  YCTaHOBKa MPOTPaMMHOTO 0OeCreveHus, OCyEeCTRISIOLIEro nepexnar HHpopMalHu
(MHPOPMALIMOHHBIX [IAKETOB), 4PECOBAHHON JPYTHM TTO/Ib30BATESIM:

— JCHCTBHs, HANpaB/€HHbIC Ha TIOJYYCHHE HECAHKIIMOHMPOBAHHOIO J0CTYNa K
HH(OPMALMOHHBIM PECYPCaM, B MOCIIE1YIOMIEM UCHOB30BAHHH TAKOIO JOCTYIIA;

YHHYTOXKEHHE, MoAM(pUKALUsi [POrpaMMHOr0  obecneuyeHuss WIH JAHHBIX  Oe3
COIJIACOBAHHUS ¢ PYKOBOJHTE/IEM HJIH BJIaJeIbLAMH 3TOI0 pecypea;

— NOMBITKH mojadopa naposied K mMoObIM HHPOPMALMOHHBLIM pecypcaM  MeTo10M
nepebopa Beex BO3MOXKHBIX BApUAHTOB Naposieif, TH6o arak 1mo CJIOBapIO;

—  YMbIIUICHHBIC JCHCTBHS [0 CO3J@HMIO, HCIO/IB30BAHUIO M PACHPOCTPAHEHHUIO
BPCAOHOCHBIX  MporpaMm, B TOM YHCJIE  HalpaB/€HHBIX  HA  MOJyYeHHe
HCCAHKLMOHHPOBAHHOTO J0CTYINA K JTIOOBIM HHYOPMALHOHHBIM H CJ1y’KeOHBIM pecypcam (Kak
BHyTpH MJIOY «[l/c Nel8», Tak u BHe), auGo Ha HapylIeHHE UEJIOCTHOCTH M
padoTOCnOoCOOHOCTH 3THX CHCTEM;

—  JICHCTBHS 10 CKAHHPOBAHHIO JIOKAIBLHOH CETH € LIE/IbIO ONpeIe/IeHns ee BHYTPEHHEH
CTPYKTYPBI, CIIHCKOB OTKPBITBIX [TOPTOB. HATHYHS CYIIECTBYIOUIHX CEPBHCOB U YA3BUMOCTEHH.

3.14.9. CamMOBOBHO W3MEHATH MapaMeTpbl CPEeJACTB 3alUThl MHOOPMALHH (B TOM
HMCJIE M CPEICTB AHTHBMPYCHOH 3allMTHI), a TakkKe 3aBepliath WX paboTy M (M)
CaMOCTOATEIbHO UX YCTAHAB/IMBATD.

CamocrositenbHo  paspabaTeiBaTh WM HCIONB30BaTh HEPErJaMeHTHPOBAHHBIE (0e3
paspeieHnsi pyKoBOANTES, HE OTHOCAUIMECS K IIPOU3BOACTBEHHOMY MPOLIECCY) NPOrpaMMbl
(Harpumep: urpbl; IM-kmHenTsl, Takne Kak Google Messenger, ICQ u T.11.; P2P-kinenTsr:
Kazaa, eMule u 1.11.).

3.14.10. Paspewarb MOCTOPOHHMM IHIAM paGoTaTh 1104 CBOEH YUeTHOH 3alHCBIO B
UCT1/n.

3.14.11. IlepecbinaTh nepcoHanbHbIC JTaHHBIE M0 KAHATAM CBS3H B OTKPBITOM BH/E, B TOM
urcrie Muteprer, no tenedony, dakcy, IEKTPOHHON moute W T.0. (6€3 HCHOIBL3OBAHUS
CpeJcTB MH(PPOBAHHNS ).

3.14.12. Tlony9ats  J0OCTYm K TMEPCOHATBHBIM JaHHBIM ¢ pabO4MX MECT, He
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000py10BaHHBIMH HEOOXOJHMBIMH CPEICTBAMH 3alHThI uHpopMmalum.

3.14.13. CaMOBOJIBHO €O31aBaTh COBMECTHO UCIIOJIB3YEMBIE CETEBLIE pecypehl (Manku
o0ILIero 10cTyma) Ha CBOMX KOMIBIOTEPAX H (hailoBLIX cepBepax. HECAHKIHOHUPOBAHHO
YAAIATh UK U3MEHATE [1paBa J0CTYIa K HHM.,

3.14.14. B ciayyae BO3HMKHOBEHHMS JIHOOBIX MEXAHHYECKHX HEHCHIpaBHOCTEH B
000pyI0BaHHH OCYLIECTBIATE CAMOCTOATETLHBIE MOTIBITKH HX YCTpPaHCHHUSI.

3.14.15. [pensTcTBOBaTL  JOKHOCTHBIM  JIHLIAM IpH  TPOBEJEHUH MPOBEPOK U
CTy’KeOHBIX pacc/ie/IoBaHKM, CBI3aHHBIX ¢ 0becneueHreM 6e30acHOCTH HH(pOPMALTHH,

3.14.16. Ynanare wiM WCKaxaTb NPOrpaMMBI U (ailisl ¢ MEPCOHATBHBIMH JaHHBIMH H
MHOMH BakHOH nHbOpMalIneii (HanpuMep, CHCTEMHOM, HeOOXOIUMOI LIS byHKIMOHHpOBaHUS
HUCT1dn).

3.14.17. YMBILIIEHHO MCIIONB30BaTh HEAOKYMEHTHPOBAHHBIE CBOHCTBA M OLIMGKH B
MPOrPaMMHOM OOECIIeYEeHHH WM B HACTPORKAX CPE/ICTB 3aUIUTDI, KOTOPbIE MOTYT [IPHBECTH K
BO3HHKHOBCHHUIO BHELITATHOH CHTyallnH. OO0 0OHapy)EeHUH TaKOro poaa omnboK — CTaBHTh B
H3BECTHOCTH PYKOBOJMTENA CBOCro MOApA3sIeNeHusi W COTPYAHHUKOB, OTBETCTBEHHBIX 34
YCTAHOBKY H (MJM) CONPOBOXKIEHHE IPOrPaMMHOrIO 0Gecrneuenus (AaMHHHCTpaTOpa
0e30MacHOCTH MEPCOHAILHBIX JAHHBIX B  HH(GOPMALMOHHBIX CHCTEMaX MEPCOHATBHBIX
JaHHBIX (Hajiee - aIMMHACTPATOp 6E30MacHOCTH)).

3.14.18. INoaxmouare k JIBC MJIOY «J1/cNel8» nuunble CPEACTBA BBLIMHCIHUTE/ILHOH
TCXHHKH: HOYTOYKH, KapMaHHblE KOMIMBIOTEPBl, CMapThOHBI H T.I.. a TaKKe JTHUYHbIC
HOCHTE/IM W HakonmHuTenH uHdopmanuu. B cayuae HeoGxomumocTn nepenoca uHdopmanuu ¢
JIMYHBIX HOcHTeNneH nHopMalu 06pallaThbess K OTBETCTBEHHBIM.

4. TlapoabHas noJMTHKA

4.1. O6mue TpeGoBaHNN K NApPOIAM:

— MunumanbHoe TpeGoBanme: GyKBeHHO-UMPPOBOI Naposb. XKeaaTe bHO HCIOIB30BAT
OYKBBI B BEPXHEM MJIM HH)KHEM PETHCTPax, HGPLI HIIH CHEHHATbHBIE CHMBOIbI (Hampumep:
~ | @#ENAEH( ) = N A Y < Patin).

MuHuManbHas 1THHA aposis: He MeHee 6 (IIeCTH) CHMBOJIOB.

— MaxkcumanbHelit cpok aeHcTBHS napo.is: 90 cyTox.

— 3amper UCToIb30BaHUs TPEX paHee HCIOMb30BABIINXCS MAPOIEH.

— ITapoue TMonp3oBarens He JO/KEH BKIIOYATH B ceBsl JIErKO BBIUMCISEMbIE COYETAHMS
CHMBOJIOB. OOLUCTIPHHATBIC COKpalleHUs, UMeHa, (GaMMInM, JOIKHOCTH, TOJ PONICHHS,
HOMEp nacrnopra, TabeibHbli HOMep, MHYIO HHopMauuio o [lorb3oBaTene. AOCTYIHYIO
JAPYruM JTALEM,

— 3amperaeTcs MCMONb30BaTh B KAYECTBE MApONs OAMH M TOT e MOBTOPAIOLIHICS
CHMBOJI 10O MOBTOPSIOILYIOCS KOMOHHALIMIO U3 HECKOIBKHX CHMBOJIOB,

— 3amnpemaercs HCMOIb30BaTh B KAYCCTBE NMApoJisi KOMOHHAIMIO CHMBOIIOB, HabupaembIxX
B 3aKOHOMCPHOM MOpsiIKe Ha KIaBuatype (Hanpumep: 1234567, qwerty u T.11.).

4.2. IlpaBn./1a HCMOJIL30BAHMUS NAPOJIEH:

— XpaHHTb B TaiiHe CBOIl 11apoJb, HE COOOIUATE €r0 APYTHM JIHLIAM.

— He npenocrasiste gocryn 8 UCTT/IH ApyruM auuam noj cBoeit YHETHOH 3alHChIO H
napoJieM.

— H3mensaTh cBo# maponb npu nepsom TpeGOBaHHM MOIMTHKH Maposieii OnepalHoOHHOH
cuctemsl w/unu UCTTJTH.

— Bo Bpems BBona naponeit He0GX0IMMO HCKITIOUHTE BO3MOXKHOCTD €0 1101CMaTPHBAHHS
NOCTOPOHHUMH JTHLEAMH MJIM TEXHHYECKUMM CPeACTBAMH (BHIEOKAMEPHI U JIp.).

— 3ampeuiaercs 3anuceiBaTh CBOM NapOJH B OYEBH/IHBIX MECTAX, BHYTPEHHOCTH SILLMKA
cTosa, Ha MmoHuTOpe APM, Ha oGpaTHO# cTOpOHE KJIaBUaTyphl U T.J.

— 3ampenaercs XpaHHTh 1apOJH B 3aITHCAHHOM BHJIE Ha OTACIBHBIX THCTAX OyMar.

4.3. Cmena, ynajsenve .u4HOro napoJs mawboro [MoawszoBaTeass npomsBoanTes B



CJAeAYHIIHX Cay4qasax:

— B CJy4ae MOJ03PEHHs Ha KOMIIPOMETAIIHIO NapoJis:

— 110 OKOHYAHHH CPOKa ACHCTBHSA,

— B cJlydae npekpalieHus moJHOMOYHH (YBOJIBHEHHE, IEPEXO/ Ha JIPYTyio paboTy BHYTpH
MJIOY «Jl/c Nel8» [lonb3oBarens MOCiA€ OKOHYAHHA IOCICAHErO ceaHca paboTel B
MH(MOPMALIMOHHBIX CHCTEMaX [1€PCOHATBHBIX J{aHHBIX,

— [0 YKa3aHHIO OTBETCTBEHHOTO 3a OPraHA3aliio 00pabOTKHU IEPCOHATBHBIX JIAHHbIX.

4.4. Tlpu yBOJLHEHMH, MEpPEXoje Ha HOBYIO JO/KHOCTb COTPYIAHHKA, HMCIOUICTO
JIOCTYN TOMHMO CBOEil YYeTHOH 3amHCH K Jpyrum pecypcam (MeKCETEBbIC DKpaHbl,
MapLUpYTH3aTOPbl, CEPBEPBI, ApYrHe YYeTHbIC 3amucH H T.I1.) TaKXe I[POH3BOMTCA
BHEIJIAHOBAS CMEHa MapoJsieil K TaKUM pecypcam.

5. TlpumeHeHHe JHYHBIX HACHTHPHKATOPOB B uHGOPMALHOHHON cHcTeMe
MepcoHAIbHbBIX TAHHBIX

[TpuBsizky uAeHTHHUKATopa K  I0JB30BATEIIO (yyeTHO#  3amucu)  BbIIOJHACT
agMUHHUCTPATOpP OE30MacCHOCTH.

5.1. [TonezoBaren  WCIIJla monydaloT CBOM HACHTHQHUKATOp Yy aAMHHHCTpaTopa
0e30MacHOCTH.

59 TMonwzopatens MWCIIIn ofsf3aH XpaHWTh CBOM JM4HbIH HaeHTH(HUKATOp B
HEJOCTYIHBIX /IS APYIUX COTPYJHHUKOB XpaHHJIHIIAX.

5.3. Tlonw3oparemnio UCII/{# 3anpeiuaeTcs nepe/iaBaTh CBOM JIMYHbIA HASHTHQHKATOP.

54.B ciyuae yTepH JIMYHOTO MJICHTH(HKATOpa, 110/1b30BaTEe/Ib WCII[ds nomxeH
HeMe UIeHHO JI0JI0%KHTH 00 3TOM aIMHHHCTPATOPY Ge301aCHOCTH HH(POPMALHH.

5.5.B ciydae npeKpalleHHs I[OTHOMOYMH Y4YEeTHOH 3alHCH [O0Jb30BaTEA UCT/1H
(yBOJbHEHHE, TIepexo/l Ha APYTYIO padoTy, B ApYroi OT/E/ MM MOMEILICHHE, a TAKIKE JIPYTHE
0BCTOSITELCTBA) yUeTHAs 3aMMCh 10/DKHA OBITh yJaleHa, a e€ UIeHTH(UKATOP JI0TKCH ObITb
caaH aJIMHMHHCTpaTopy Oe30macHOCTH HHPOPMalnK I0C/e OKOHYaHHS MOC/ICAHEro ceatca
paboTsl manHoro nomas3oparens B UCIT/Iu.

5.6. B ciydac KOMNpOMETAllMH HJIH YTEPH JHYHOrO HMACHTH(UKATOpa MO/Ib30BATE 1A
aJIMHHUCTPATOPOM 0G€30MacHOCTH JO/UKHBI ObITb HEMEICHHO [peANpUHATEL MEpBL B
COOTBETCTBHH ¢ 1. 5.7 Hactosuiei MHCTpYyKIHH.

5.7. AIMHHHCTpAaTOp 0€30MacHOCTH  MH(OpMALUKU  JIOKEH  [IPOBECTH ciyskeOHoe
pacclieloBaHue Ul BBIACHCHHS [MPHYMH KOMIIPOMETAlHH uaeHTuduKaTopa ¢ [MEIbIO
BLIPAGOTKM HOBBIX WM COBEPIIEHCTBOBAHMS MPHHSATHIX TCXHUYECKHX H OPraHH3allMOHHbIX
Mep MO YCTPAHEHHIO TAaKoi yrposbl B OyAylIeM. a TaKKe€ BbIACHCHHIO BCTHYHHDI yiepoa.,
KOTOPBIH MOXKeT GbITh HaHECeH COOCTBEHHUKY HH(POPMAIIMOHHBIX PECyPCOB.

6. AHTHBHPYCHAaf 3a11HTA

6.1.B coyuae OTCyTCTBHs  IITaTHbIX  (YHKLHH AHTHBUPYCHOH  TMpOrpamMMbl,
[peyCMaTpHBAIONIMX ~ @aBTOMaTHYEeCKyl0  MPOBEPKY daiinos, [lonp3opaTens — 00s3aH
OCYIIECTBIISATH MPOBEPKY DAKIOB 110/Iy4aeMbIX:

— 10 3JIEKTPOHHOM MoYTe;

—  4epe3 cetb UnTepHeT!

—  Ha MArHUTHOM, OTITHYECKOM JIUCKe, (PJIeI—HaKOMHTeNe:

—  HMHOM CHEMHOM HOCHTeNIe HH(OPMAIIHH;

—  NOJYYEHHbIE UHBIM CIIOCODOM.

6.2. Ilepel OTKpBITHEM BIOXkeHHMs (CCBLIOK) ybenuThess B TOM, HTO OTIPaBHTE]b
NeHCTBUTENRHO Mochan BaM dTOT Gail, aake eclM OH M J0JbKeH ObUl 3TO CIC/IaTh.
[TozBoHuTE eMy camu. He jnoBepsiiTe HMEHH OTIPABUTENA H YKa3aHHLIM B TEKCTC [MCbMa
HOMepaM TeneOHOB, @ TAK)Ke JMHIaM, [TO3BOHHMBIIMM BaM CaMOCTOATCIBHO C npocbOoH



OTKPBITE (aliJTbl U MPOMTH MO CChIIKAM.

6.3. IToaib30BaTe 10 3anIpeIIAETCA:

6.3.1. OcyuecTBaaTh ACHCTBHS, HAaINpaBJIeHHbIE HA BBIKJIIOYEHHE AaHTHBHPYCHOH
TPOrpaMMBL.

6.3.2. CamocrosTeTbHO ycTaHap/MBaTk Ha APM nporpamMmMHoe oGecnieyenue.

6.3.3. 3anyckarh (haisibl, 110J1y4EHHBIE 110 CETAM CBA3M (2/1€KTPOHHO# noure, MHTEpHET),
CO CBEMHBIX HOCHTENEeH, Jlake €ecl¥ OHH MOJy4YeHBl MPOBEPEHHOro anapecara, 0e3
1peBapUTENIbHONW UX NIPOBEPKH AHTHBUPYCHOM IIPOrpaMMOi.

6.3.4. Ilpy BO3HMKHOBEHHMHM [10JIO3PEHHS HAa HAJWYHE KOMIIBIOTEPHOIO BHpyca
(HetunyHas pabora mOporpamMm, MOsBIEHHE TrpapHUecKMX H 3BYKOBBIX S(PQeKTOB,
UCKaKeHUN NaHHbIX, MponagaHne (aisnoB, yacToe MOsBIEHHE COOOINEHUH O CHUCTEMHBIX
omubkax © T.n.) [loab3oBatens CaMOCTOSTENIBHO MM BMECTE € OTBETCTBEHHBIM
(AAMHHHCTpATOpPOM 0€30MacHOCTH) JO/KEH [POBECTH BHEOYEPeJHOH aHTHBMPYCHBIH
KOHTPOJIb CBOEro pabouero mecra.

6.3.5. B cayuae oOHapyXeHHsl NpH IPOBEICHHUHU AHTHBUPYCHOW NPOBEPKH BUPYCHOTO
3apakenus llonp3oBaTenu 00sa3aHbl:

—  [PHOCTAHOBHUTH paboTy:

—  HeMeNIeHHO MOCTABHThL B H3BECTHOCTH O (hakte 0OHApYKEHHS] BHPYCHOTO 3apaKeHHs
OTBETCTBEHHOMY (AJIMHHHCTpATOPY O€30MacHOCTH ):

— COBMECTHO ¢ BjajejiblieM 3apa)K€HHbIX BUpycoMm ¢alijloB TMpOBECTH aHalHu3
HEOOXOAMMOCTH Ja/IbHEHLIEro UX HCIOJIb30BaHuUA,

—  TPOBECTH JIEYEHHUE WIM YHUYTOKEHHE 3apakeHHbIX (daitnos.

7. Topsaok paGorel B UCII/In 1 ceTn nHTEpHET

7.1. Moakmwuenue k UCI1An n cetn MuTeprer

7.2. llenpto pabotwl Ilonszosarens B UCII[H u cern MHTepHer sBasietcs cOop,
06paboTka, XpaHeHHE MEPCOHAIBHBIX AAHHBIX, OOMEH JJIEKTPOHHLIMH COOOIICHHAMH B
clyxKeOHBIX LessX.

7.2.1. Joctyn k UCTI/In u cetu WUHTepHer npeaocrasisercs [lonb3oBaresisiM TOJIBKO B
TOM CJIydae, ec/ld 9TO He NMPOTHBOPEYHT TpeboBaHHAM HacTodAlIeH MHCTPYKIHH W MHBIMH
HOPMATHBHBIMHU JTOKYMEHTaMH B 00J1aCTH 3aLUNThl HHPOPMALIKH.

7.2.2. Jloctyn nons3osatenss k HWCII[u ans oOpaboTkh nepcoHalbHBIX 1aHHbIX
MMPOM3BOAUTCS TOJBKO ¢ pabouuX MECT, Ha KOTOPBIX YCTAHOBICHBI CPEICTBA 3AlLMTbI
nHGOpMaLHH.

7.2.3. OcHoBanuem s noakmodenus cotpyanuka MJIOY «/l/e Nel18» k UCI1/In u ceTH
ViHTepHeT sIB/Is€TCS MOTHBHPOBAHHAS 3asBKA OTBETCTBEHHOMY 3a OpraHusaliio oopaboTkH
MEepPCOHAIbHBIX JIAHHBIX OT HENOCPeJACTBEHHOro pykosoautess [lonp3oBatess ¢ yKazaHueM
MOJIHOMOYHKH OCTYTIa K TAKMM pecypcam H CEpBHCAM.

7.2.4, OTBeTCTBEHHBI 3a OpraHm3anMio o0pabOTKM MEePCOHAIbHbIX JIAHHBIX, JHOO
COTPYIHHK, BhIMOHAIOMMI ero GyHKUHH, opranusyet nojakmovenne k UCITIn win cetu
Hurteprer llonb3oBatenell B yCTAHOBJICGHHOM MNOPAIKE, OCYLIECTBIACT KOHTPOJbL Hal
UCII0JIL30BAHUEM J@HHbIX PECypCOB M CEPBHCOB.

7.2.5.Tlocne BeimonHenuss 3azanust OTBETCTBEHHbIH 3a opraHu3zanHio 00paboTKH
MepcoHANbHBIX JaHHBIX COOOIIAET MM0Ib30BATENIO BRITIOIHEHHH 3a8BKH.

7.2.6.OcHoBanreM s orTkmoueHus noap3osaresis ot UCII[H u cet MurepHer
ABJIAIOTCS CNEAYIOLHE COOBITHSA:

- HapylIeHHe WHCTPYKIHH M HHBIX JIOKAIBHBIX HOPMATHBHBIX 4KTOB B obnactH
3alIMThl HHPOPMAIIHK;

- yBonbHenue [losp3oBarens, 1400 NepeBo/l €ro B Ipyroe noapasjie/ieHue.

7.3. THopsaok paGorsi B cetn HuTepHer

7.3.1.Ucnonb3oBanue corpyanukamu MJIOY «JI/c Nel8» cerd MHTEpHET A0JKHO
OCYIIECTBIATHCSA HCKTIOUHTEIBHO VISl BBIOTHEHHS I0JIKHOCTHBIX 00513aHHOCTEH.
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7.3.2. Uudopmanusi, oOpasoBaHHas (oOpasytomasicss) B  HOpoLEcce  TPYAOBOH
nesrensHocTH padoruuka MJIOY «Jl/c Nel8» sBasercs coberBeHHOCTRIO MJIOVY «Jl/c
Nel8» 1 He MOUICIKHT HCMOIb30BaHHIO (B TOM YHCIIE HCIIOIL30BAHHIO B ceTH MutepHeT HiH
¢ noMoubio cetn VHTepHET) B IMYHBIX LEAX U (MJIM) B KOPLICTHBIX HHTEpPECax APYTHX JIHIL
(opranuzanui).

7.3.3.1lpu mpoBeAcHUH TEXHHYECKHUX padoT, CBA3AHHBIX C HACTPOHKOH 00OpYaOBaHHS
(KOMMYHHKaIIMOHHOE 000pya0BaHue, MPOKCH-CEpBEPa, MapIIpyTH3aTOPbl U T.I1.): B ciIydae
0OHapy»KeHUs MOMBITOK HECAaHKLIHOHMPOBaHHOIrO joctyna K Murepuer-uumosy. APM
[Tonb3oBareneit MOKET MPOBOANTLCS BpeMeHHoe oTkoyenue [lonb3oBaTese 0T CepBHCOB
cetn MHTepHeT (B cllydae miIaHoOBOro oTkmoveHus [losib3oBareian yBenomMadroTes 00 3TOM
3a0JIarOBPEMEHHO).

7.3.4. Besa undopmanus o pecypeax, nocemaeMbix corpyanukamu MJIOY «/1/c Nel8»,
[POTOKOJIUPYETCS U, MPH HEOOXOAMMOCTH, MOKeT ObIThb IMPeJOCTaB/IeHa PYKOBOIHUTE/AM
nmojipasjeieHnii, a takke pykoBoactBy MJIOV «[l/c Nel8» s nerajqbHOro M3y4cHHs H
MPUHSTHS PelIeHUs 0 Mepax AUCUUILIMHAPHONH OTBETCTBEHHOCTH.

7.3.5. Tlpu pabore B cetu Unrtepret Ilons3zoBarensm 3anperaercs:

- VMBILLIEHHOE paclpoCTpaHEHUE M TOJydeHUE MaTepHajioB B/M3 ceTH MHTepHET,
MIPOTHBOpEUANINX 3aKOHOJATe/ILcTBY Poccuiickoi ejaepanyu, B TOM 4YMCIE MaTCpHAIOB,
[POMAraHJAHPYIOMHX HACHIHe HIH JKCTPEMM3M; Pa3KHralollHX pacoBYHO. HAlHOHAILHYIO
WA PEIMIHO3HYIO BPAKIY: DPAa3bACHAIOLUIMX IOPAIO0K HM3TOTOBICHHS HW/HIH TNPUMEHEHHS
HAPKOTHUKOB, B3pBIBYATHLIX BEIIECTB, OPYXMs W T. I, MAarepUaJoB MOPHOrpaduyecKoro
XapakTepa; KOMIBLIOTEPHLIX BUPYCOB U APYTHX BPEAOHOCHBIX [TPOTPaMM;

- nepenasate B ceTh HMHTepHeT HHMOpManuioo. K KOTOPOH B COOTBETCTBHH C
3aKOHO/IaTEeILCTBOM OFPaHUYEH JOCTYI (I1€PCOHaAIbHbIE AaHHble, cllyKeOHas nHbopmarus)
0€3 COOTBETCTBYIOLLIEIO paspelleHus,

- anscuduuuposats IP-agpec, MAC-anpec, uHbie agpeca. HCIOJIb3yeMbIE B CETEBBIX
MPOTOKOIIAX, a TakyKe Mpouyro HHGOPMALHIO NIPH Mepelade JlaHHbIX depes ceTh MuTepher.

- Mpe0CTaBIATh AOCTYN B ceTh MHTepHET co cBoei paboded cTaHUHH KOMY-J1HOO. B
TOM YHCJIE [POIrPAMMHO-TEXHHYECKUMH crocobamMu 4epe3 JIOKATbHYIO BBIYHCIMTEIbHYIO
cete MJIOV «JI/c Nel8» (Hanmpumep: IyTeM HEeCAaHKLIMOHUPOBAHHON YCTAHOBKH JIOKAJIBHOI'O
MHTEepHET-1IITI03a Ha paboyee MeCTO):

- MOJayYaTh A0CTyn K ceTd MHTepuer mo0eiMu criocobaMu, He 11pelyCMOTPEHHbBIMH
JICHCTBYIOIIMMH JIOKATBHBIMH AokyMeHTamu (MHcTpykumsmu, IlpaBunamu, Persiamentamu
MJIOVY «J1/c Nel8»);

o= OCYIIECTB/ISITh HECAHKIHOHMPOBAHHBIH JIOCTYIl K pecypcaMm M CepBHcam CeTd
HuTtepner.

- BBIOJHATE AeicTBHS (B3710M, DoS (orka3 B obcayxusanun), ARP-spoofing arakmu,
CKAHUPOBAaHHWE JIOKAJIBbHOMW BBLIYUC/IMUTEJBHOH CETH) HalpaBJEHHbIE HA HapyUICHHE
GYyHKUHOHHPOBaHHS 37eMeHTOB ceTH MHTepHeT (KOMMYHHKAUHOHHOrO 000py/I0BaHHs,
cepBepoB, paboUuuX CTaHUMI, MPOrPaMMHOI0 oOecreveH s ).

7.4. Ilpasuaa patorsl Ilosib3oBaTeiei ¢ 3JIeKTPOHHOMH MOYTOM:

7.4.1.1Tonp3oBarenn  00si3aHbl  HCMOJBL30BaTh  DJIEKTPOHHYIO  IMOYTY  TOJIBKO  JUId
BBITIOIHEHUS Cl1yKeOHbIX 0093aHHOCTEH.

7.4.2.3anpeutaercs ornpaists Gaiiibl, coaepkalliie NepcoHalbHbIe JJAHHbIE B OTKPBITOM
BHJE (He 3alM(ppOBaHHLIE).

7.4.3.3anpemaeTcs MaccoBasi pacchlLIKa MOYTOBBIX coobuieHui (6onee 100) BHenrHUM
ajpecaram 0e3 coriacoBaHMs C PyKOBOACTBOM (cIiama).

7.4.4.3anpeniaeTcs HCIOJIb30BaTh He CBOI 00OparHbIH ajgpec MpH OTHpPaBKE JIEKTPOHHOH
TTOYTHI.

7.4.5.3anpemaercs OTNPaB/IsATh MO WIEKTPOHHON rouTe McnosaHseMbie (aiibl (00bIMHO
HMEIOT paclIupeHHs exe, com, bat, js, vbs u 1.11.). B cayuae HeoOX0AMMOCTH OTIIPABKH TAKHX
¢aiinoB, moMemarh UX B apXHB H YCTAHOBHTD 11apOJib.

7.4.6.IlpucoenuHsembie (daiabl PEeKOMEHYETCS YNAKOBbIBATH B apXWB NpH [IOMOIIH



porpaMM-apXuBaTopoB.

7.4.7. KoprniopaTHBHbIE pEKOMEH/IallMK HCIOIB30BaAHHUA 3JIEKTPOHHOM MMOYTHI:

= BbI 10/IKHBI OKa3bIBaTh TO )Ke YBa/KCHHE, 4TO U ITPH YCTHOM OOLLEHUH.

= Bl 0/KHbI IPOBEPATE PABOMMCAHUE, IPAMMATHKY W JIBAJK/bI MIEPeUHTLIBATE CBOE
coo01eHre epe OTIIPaBICHHUEM.

- Bbl He AOJKHBI Y4acTBOBaTb B PAcChUIKE MOCIAHMH, MEPECHUIACMBIX TIO HENOHKE
(uallle BCEro 3TO MUCbMA PETHTHO3HO-MHCTHYECKOTO, Pa3BICKATENLHOTO cojiepKaHus).

= BLl He JOMKHBI MO COOCTBEHHON HHHIMATHBE IEPechulaTh TO IIPOMU3BOILHBEIM
azpecaM He3arpeOOBaHHYI0 HHOOPMALIHIO.

- BLl He [OMKHBI pAacchliaTh COOOIICHHS, KOTOPhIC SBISIOTCS 3JOBPEAHBIMH.
pa3IpaKAIOLIMMH HIIH COAEPXKALMMH yrPo3bl APYTHM MO/B30BATEIISAM.

= Bhl He JOMKHBI OTIPABIATH HHUKAKHX COOOLUCHWH TMPOTHBO3AKOHHOTO  HJH
HEITHUYHOrO COIEPKaHUs.

- Bbl JOMKHBI MOMHHTB, 4YTO OJIEKTPOHHOE [I0CTaHHE ABIACTCS OKBHBAJICHTOM
[I0YTOBOM OTKPBITKM H HE JIOJKHO HCIOJIB30BATHCS ISl [EPECHUIKH NEPCOHATBHBIX JaHHBIX
6e3 HCIoJIBL30BAHNS CPE/ICTB 3allnThl (1M poBaHue).

- Bbl He IOKHBI HCIIOIBL30BaTh IIMPOKOBEINATEIbHBIE BO3MOKHOCTH 3IEKTPOHHOMH
[10YTHI 33 UCK.IFOYEHNEM BBITYCKA YMECTHBIX OOBABICHUH.

i Bbl He JO/KHBI HCIOI30BaTh KOPNOPATHBHYIO 3JICKTPOHHYIO HOUTY U MOCIaHHH
JIMYHOIO XapakTepa.

- Bbl J0/KHBI HEYKOCHHTEJIBHO COOMIONATh NpaBHia H MHCTPYKUMK H roMorarhb
aJIMAHHCTpaTopaM OOPOTLCS ¢ HAPYLIMTE/ISIMHU MPaBHIL.

8. Ilopsiaok paboThl CO ChEeMHBIMH HOCHTEIAMH uHopmaumnu

8 1. [Mon wucnonp3oBaHHeM HocHTeneidl HHbOpManud B UCIIIs MJI0OY «/c Nel8»
[OHMMaeTcs MX MOAKTIoucHHe K HH}pacTpykType UCIIAn ¢ uenpto  0OpabOTKH,
npuemMa/nepeaaun  MHGOpMaLUH  MERKILY MHPOPMALHOHHBIMH CHCTEMAaMHU M HOCHTE/IAMH
nabopMaLHH.

8.2. JlonyckaeTcs MCIO/Ib30BaHHE TOJILKO YYTEHHBIX HocuTeneil MHPOpMaLlMH, KOTOPhIC
gpisioTes coberrennocTsio MJIOY «Jl/c Nel8» u moaBeprarrcs peryJisipHOH peBH3HH H
KOHTPOJTIO.

83. Vuer W BbUIAYy CBHEMHBIX HocuTesledl MHQOpPMALMHM  OCYUICCTBIACT JIHLO,
OTBETCTBEHHOE 3a opranu3anuio 00paboTKH MEPCOHATBHBIX JaHHBIX. @dakT BBIIAYH HOCHTEIA
(uKCHpYeTCs B IKypHAJIE y4eTa MAallHHHBIX HOCHTENIeH HHpOPMAIIHH.

84.FEcim  nmoctyn k  MCI[ls  nmpousBoauTcs  1pH  [OMOIIH MepCoHaIbHbIX
unentudukaropos (eToken, Rutoken, ap.), TO daxT mnosydeHWs M CAAYH  JAHHBIX
UIeHTHPUKATOPOB 00s3aTeTbHO (PUKCHPYETC OTBETCTBEHHBIM 34 opranusanmio 06paboTKH
lepCOHABHBIX TaHHBIX, B COOTBETCTBYIOMIMX XKypHaIax.

8 5 BO3MOKHOCTb MOAKTIOUEHHs HocuTenedl uHdopmanmu, a TaKe MOIyHCHHC
yUITEHHBIX HOCHTesNed wH(OpMalMy TpPEI0CTABIAIOTCA [TonpzoBatensiMm MO HWHHIMATHBE
PYKOBOIHTENEH CTPYKTYPHBIX nojpasyiesieHuil B Cirydasax:

—  HEOGXOAMMOCTH BbITIOJHCHHS BHOBb TIPHHSTHIM PabOTHHKOM CBOHMX JO/IKHOCTHBIX
00g3aHHOCTEH:

—  BosuukHOBeHHs y [Tonb3oBarens ciyxeOHON HEOOXOAMMOCTH.

8.6. ITpu MCI10/130BaHMH HOCHTEICH urdopmanmuu HeodXoMMo!

—  HCHOJB30BaTh HOCHTENH HH(OPMALMH HMCKTIOYHTEIbHO /Uil BBIMOJIHCHUS CBOMX
cayxkeOHBIX 0053aHHOCTEH;

—  OepekHO OTHOCHTCH K HOCHTEJISIM NEPCOHABHBIX JaHHDIX.

—  obecrnieynBaTh  (usnueckyro  0e30MacHOCTb Hocuteneit uHoOpMalUHH  BCEMH
pasyMHBIMH criocodamu;
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—  M3BeLIaTh OTBETCTBCHHOMY 3a OpPraHu3aluio 00paboTKH NMepcOHATBHBIX AAHHBIX O
¢akTax yrpartsl (kpaxu) HocHTenel HHDOPMAIHH.

8.7. Ilpu Mcnob30BaHHK HOCHTE/ICH [IePCOHATBHBIX JAHHBIX 3aIPELLECHO;

—  HCHOJIL30BAaTh HOCHTEIM NEPCOHATBHBIX JAHHBIX B JIMYHBIX LEJSAX;

— [epelaBaTb HOCHTENIH [E€PCOHANbHBLIX MAHHBIX [PYIMM JMLUAM (34 MCK/IHOYEHHEM
AIMHHHCTPATOPOB);

— XPaHHTbL CbEMHBIC HOCHTE/IH ¢ MEPCOHAIbHBIMH JaHHbIMH Ha pabounx cronax. nubo
OCTaBIATb HX O€3 MPHCMOTpA HJIH NepelaBaTh Ha XpaHEHHE IPYTHM JIMLAM;

— BBIHOCHTB CBEMHBIC HOCHTEIIH C [E€PCOHAIBHBIMH J@HHBIMH M3  CIIYKEOHBIX
MOMEUICHHH Ul pabOThl ¢ HUMH Ha J0MY U T. .

8.8. JTioGoe B3aUMO/ICHCTBHE (obpaboTka. npuem/nepeaava HHpOpPMALI1H)
UHHIMKHpoBaHHOe [loib3oBaresieM Mexay HHOOPMALMOHHOH CHCTEMOH M HeEyYTEeHHBIMH
(TMYHBIMH) HOCHTENISIMH MH(OPMAIIHH, PAacCCMAaTPHBAETCs KaK HECaHKIMOHMPOBaHHOE (3a
HCKJIIOYEHHEM CJIy4aeB OTOBOPEHHBIX C aIMHHHCTpaTtopamMu 3apaHee). OTBEeTCTBEHHBINH 3a
OpraHusauuio 00pabOTKM MEPCOHANBHBIX [JaHHBIX C [PHBJICYEHHEM [OMOIIH (€C/IH
HeoOxonumo) cotpynuuxkoB ['BY Pecny6imku Komu «LIBM» na ocnosauuu CoriameHus
ocTapisfeT 3a co0oH mpaBo ONOKHPOBATh HJIM OTpaHHYMBATL HWCMOJIB3OBAHME HOCHTECH
HH(pOpMAaLIHH.

8.9. Hudopmauus o6 wucnonp3oBanun Ilonb3oBarensmu HocuTenel MH(GOPMALHH B
HHPOPMAIHOHHBIX CHCTEMax I[POTOKOJIMPYETCS H, NPH HEOOXOAMMOCTH, MOJKET ObITh
NpeaocTaB/IeHa PyKOBOIHTE/IAM CTPYKTYPHbIX MOApa3AeIeHHi, a TAKKe PYKOBOIUTEILO.

8.10. B cnyyae BbisBaeHHs (AKTOB HECAHKUHUOHHPOBAHHOIO W/HIH  HELEIeBOro
MCTIOJIB30BAHMH HOCHUTEIEH HHQOPMALMH HHULIHUPYETCs citykebHas nposepka, MpoBo uMast
KOMHCCHEH, COCTaB KOTOPOH OMNpe/eNsAeTcsi OTBETCTBEHHBIM 3a OpraHu3aiuio odpaboTku
[IepCOHANIbHBIX AaHHbIX. Ilo (akTy BbIICHEHHBIX O0OCTOSTENBCTB COCTABIASETCS AaKT
paccrienoBaHusi HHUHKIECHTA U TI€peaaeTcs PYKOBOIUTENIO CTPYKTYPHOTO MMOApa3AeIeHHs [Uls
MPUHATHS MEp COIIaCHO JIOKalNbHBIM HOpMatuBHbIM aktam MJIOY «Jl/c Nel8» u
JICHCTBYIONIEMY 3aKOHOAATENbCTBY PD.

8.11. Ilpu oTmpaBke uiam mMepeaave MEPCOHANBHBIX JAHHBIX ajJpecaTaM Ha CHEMHBIC
HOCHTEJIH 3alUCHIBAIOTCA TOILKO Mpe/IHa3HAaYeHHbIE aJpecaram JaHHble.

8.12. BBIHOC CBEeMHBIX HOCHTeNeH MEePCOHANBHBIX [aHHBIX JUIS HEMOCPEICTBEHHOM
nepeayn anpecary OCYIIECTBISETCS TOJNBKO € IMCBMEHHOIO paspellieHHs pPyKOBOAMTEIs
CTPYKTYPHOI'O NOJApa3ie/CHuUs.

8.13. CpeMHbIE HOCHTENIH NEPCOHATbHBIX JAHHBIX, MpHLLIEALINE B HEroJHOCTh, WIIH
OTC/1yKHBIIHEC YCTAQHOBIEHHBIH CPOK, MOUIEkKAT YHHYTOKEHUIO. YHMUTOKEHHE ChHEMHBIX
HOCHTEJICH C MEPCOHANIbHBIMH JaHHBIMH OCYIIECTB/ISICTCS KOMMCCHEH, COCTaB KOTOpOi
ONpEeIsAeTCs OTBETCTBEHHBIM 33 OpPraHH3alHio 00paloTKH MEepPCOHANbLHBLIX JAaHHBIX. [lo
pesynbTaTaM YHHYTOKCHHS HOCHTEICH COCTABJISETCS aKT.

8.14. B ciyuae yBonbHeHHMs MM nepeBoja pabOTHMKA B JApPYroe CTPYKTYpHOE
[oApas/ie/iecHHe, INPEJOCTAB/ICHHBIE HOCHTEIM TMEepPCOHAILHBIX JAaHHLIX H3bIMAIOTCH H
JIeJIal0TCst COOTBETCTBYIOLIHE MIOMETKH B )KYPHAJIEC ydyeTa MalIMHHBIX HOCHTENSH.

9. [IlpaBa noab3oBaTesi

9.1. UcnonwzoBate HCII[An MJIOY «Jl/c Nel8» st BBINOJHEHHS OJKHOCTHBIX
00s13aHHOCTEH.

9.2. Obpamarbest K OTBETCTBEHHOMY 38 OPraHH3alHI0 00pabOTKH NMEPCOHAIBHBIX JAHHBIX
JUId  KOHCYJbTAlHW 10 MOBOJY MCHOIbL30BAHUS [pOrpaMMHOro obecnevyeHus u APM.
BOTIpOocaM 00paboTKH NepcoHalbHbIX JIaHHbIX.

9.3. HampaBnate NpeasiomeHdst M0 YCTAHOBKE HOBBLIX BEPCHH  CYIIECTBYIOLIETO
MPOrpaMMHOTr0 oOecredeH s (¢ 000CHOBAHHEM HEOOXOUMOCTH 3aMEHbl CTApbIX BEPCHH Ha
HOBBIE).

9.4. HanpaBnath  npejulo’KeHHs: 110 MOJEPHH3ALMH  [POrPAMMHOIO  0OCCTCHCHH .
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paspabarteiBaemoro B MJIOVY «J1/c Nel8» uiu no 3akazy MJIOV «J1/c Nel8».

9.5. HanpaBnsite npeaioKeHHs MO YCTAHOBKE HOBOIO (@ TakkKe JIOMOJHUTEIBLHOIO)
POrpaMMHOro oOecneueHus (C yKa3aHHEM LEJIH HCIOJB30BaHUA, MPCHMYILECTB Mepell
CYLICCTBYIOIIMMH aHAIOraMHu ).

9.6. Hanpapaste npeanoxkenus no mMoaepHusauuun APM (3aMeHBI Ha HOBBIE aHAIOTH), C
00si3areIbHBIM 000CHOBAHHEM 3aMEHbl M YKa3aHHEM IMPEUMYIIECTB Mepe/l CYIIECTBYIOIMHMH
aHaJloraMH.

9.7. llomy4ars KOHCYJIbTAlMK M  Pa3bACHEHMs 110 HOPMATHBHBLIM JIOKYMEHTaM,
perjaaMeHTHPYIOIUM paboTy ¢ NepcoHalIbHBIMHU JaHHbiMH B MJIOVY «J1/c Nel8».

10. OTBeTcTBEHHOCTH

10.1. INonp3oBare/ib HECeT NEPCOHAILHYIO OTBETCTBEHHOCTL 34 CBOH JeHCTBHA HIIH
Oe3neficTBHE, KOTOpBIE MOrYT MOBJIEYb 3@ COOOW pasriaiicHue MEPCOHANBHBIX JaHHBIX, a
TaK)Ke 3a HapylleHHe HopmaiabHOro dyHkunonupoBanus WCII[IH wim MX OTAEIBHBIX
KOMITOHEHTOB, HECAHKUHOHMPOBAHHBIH JIOCTYNl K WH(pOpPMAIMH B COOTBETCTBHE C
3aKoHOJAaTeNbCTBOM Poccuiickoii @eaepauuu M JOKaJIbHBIMH HOPMATHBHBIMH  aKTaMH
MOV «/1/c Nel8».



